
Popular Comments Tools

Dave

BizEpic

BizEpic

Aira Bongco

Aira Bongco

SUBSCRIBE

Follow @SmallBizTrends

Subscribe to our Newsletter
 Submit

ADVERTISEMENT

POPULAR

Experience your Very
Own LG Gram, the
Whole New Compact
Practicality between

your Fingertips for Free by Entering
#likegram Event

Intuit’s Small Business
Movie Shows the Power
of Tech and AI for Every
Small Business

Microsoft Announces
New Skype for Business
Pricing Models

How to Start a Roku
Channel for Your Small
Business

View All

Do You Qualify for a Small Business Loan?

299 
Shares |

154 101

50 1

Don’t Wait! Apply These 3 Steps to Protect
Your Small Business Against Cyber Criminals
Dec 13, 2017  by Brian Hughes  In Technology Trends  1

 

Think the biggest threat to your small business is a competitor offering lower

prices or newer products? Think again. The biggest threat to your business might

come from where you least expect it. MalwareMalware, including an especially pernicious

form known as ransomwareransomware, can cripple small businesses. Ransomware is a type of

malware that locks down computers until money is paid to “ransom” the

computer’s contents. Twenty-two percent of businesses with less than 1,000

employees that experienced a ransomware attack in the last year had to stop

business operations immediately and 15 percent lost revenue, reports CNNCNN. Yet

many small businesses continue to be woefully under prepared.
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Cyber Attacks and Malware Don’t Discriminate:
Why Small Businesses are at Risk

When most of us think about cyber attacks, we think about serious security

breaches at major corporations like Equifax, FedEx, and Target. EquifaxEquifax, for

example, recently disclosed it had been hit by two major hacking incidents in

March and May, exposing personal and financial data on 143 million U.S.

consumers. Earlier this year, the global WannaCry and NotPetya cyber attacks hit

major corporations like FedEx’s TNT shipping unit. TargetTarget fell victim in 2013 after

hackers installed malware on Point of Sale (PoS) systems at retail locations across

the country, intercepting more than 110 million transaction records.

Attacks on major corporations can leave millions of consumers vulnerable to

identity theft and financial compromise. It’s no wonder that the recent Equifax

breach, for example, continues to make headlines on the nightly news.

Unfortunately, these attacks can also lull small business owners into a false sense

of complacency. We fall victim to our own confirmation bias: if we only hear about

major attacks, small businesses must not be targeted, right?

Not so fast! Malware can strike any business, anywhere. According to dataAccording to data

compiled by Enigma Software Group (ESG), the creators of SpyHunter, there were

more than 1.5 million infections in all 50 states in the first six months of 2017. The

highest infection rates were in New Hampshire, Colorado, Virginia, New Jersey and

Oregon. There’s no clear pattern or reason for why some states have higher

infection rates. “Regardless of where you live, it’s always important to stay vigilant

for infections all the time,” says ESG spokesperson Ryan Gerding.
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“Thanks for posting this useful tool.”

“It is now possible to have a business
even if you don't have a lot of startup…”

“Another way to get inspired is to attend
events and listen to successful people.…”

“Networking is really important. No
business is an island. You cannot survive
alone.”

“Thanks for the ideas. The key is to get
people talking about your brand or at
least…”

Events Resource Center Magazine Marketplace Contact Us March 12, 2018

Trending: Women Entrepreneurs Small Business Travel Facebook What Is About Us   |   Advertise

MARKETING MANAGEMENT TECHNOLOGY FINANCE ADVICE RESOURCES

http://feeds2.feedburner.com/SmallBusinessTrends
https://www.linkedin.com/company/small-business-trends
http://www.pinterest.com/smallbiztrends/
https://itunes.apple.com/us/podcast/one-on-one-interviews/id1023250761?mt=2
https://twitter.com/smallbiztrends
https://smallbiztrends.com/smallbusinesstrends-newsletter
https://smallbiztrends.com/2018/02/your-very-own-lg-gram.html?tr=sb_pop_tcs
https://smallbiztrends.com/2018/02/your-very-own-lg-gram.html?tr=sb_pop_tcs
https://smallbiztrends.com/2018/02/intuit-small-business-movie.html?tr=sb_pop_tcs
https://smallbiztrends.com/2018/02/intuit-small-business-movie.html?tr=sb_pop_tcs
https://smallbiztrends.com/2017/09/new-skype-for-business-pricing-models.html?tr=sb_pop_tcs
https://smallbiztrends.com/2017/09/new-skype-for-business-pricing-models.html?tr=sb_pop_tcs
https://smallbiztrends.com/2017/11/how-to-create-a-roku-channel-small-business.html?tr=sb_pop_tcs
https://smallbiztrends.com/2017/11/how-to-create-a-roku-channel-small-business.html?tr=sb_pop_tcs
https://smallbiztrends.com/tag/popular-articles
https://smallbiztrends.com/2018/03/bluejeans-multi-device-video-conferencing.html?tr=sb_comm#div-comment-3012989
https://smallbiztrends.com/2018/03/franchise-business-opportunities-available-bay-area.html?tr=sb_comm#div-comment-3012930
https://smallbiztrends.com/2018/03/10-ways-stay-inspired-grow-small-business.html?tr=sb_comm#div-comment-3012929
https://smallbiztrends.com/2018/03/poll-last-time-attended-business-networking-event.html?tr=sb_comm#div-comment-3012919
https://smallbiztrends.com/2016/10/how-to-use-social-media-for-marketing.html?tr=sb_comm#div-comment-3012918
https://smallbiztrends.com/qualify-small-business-loan?tr=sb_tools
https://twitter.com/share?text=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals+by+%40BrianHughes116+via+%40smallbiztrends&url=https%3A%2F%2Fsmallbiztrends.com%2F2017%2F12%2Fprotect-your-small-business-against-cyber-criminals.html
http://www.facebook.com/sharer/sharer.php?s=100&p[url]=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html&p[images][0]=&p[title]=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals&p[summary]=%0D%0A%0D%0AThink+the+biggest+threat+to+your+small+business+is+a+competitor+offering+lower+prices+or+newer+products%3F+Think+again.+%26hellip%3B
https://plus.google.com/share?url=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html
https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html/print/
http://www.linkedin.com/shareArticle?mini=true&url=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html&title=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals&summary=%0D%0A%0D%0AThink+the+biggest+threat+to+your+small+business+is+a+competitor+offering+lower+prices+or+newer+products%3F+Think+again.+%26hellip%3B&source=
https://www.pinterest.com/pin/create/button/?url=https%3A%2F%2Fsmallbiztrends.com%2F2017%2F12%2Fprotect-your-small-business-against-cyber-criminals.html&media=&description=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals
http://bizsugar.com/bizsugarthis.php?url=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html
https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html/email/
https://smallbiztrends.com/author/brian-hughes
https://smallbiztrends.com/category/technology-trends
https://smallbiztrends.com/2016/07/signs-of-malware-infection.html
https://smallbiztrends.com/2017/06/ransomware-attacks-are-increasing.html
http://money.cnn.com/2017/07/27/technology/business/ransomware-malwarebytes/index.html
https://www.bloomberg.com/news/articles/2017-09-18/equifax-is-said-to-suffer-a-hack-earlier-than-the-date-disclosed
http://www.securityweek.com/how-cybercriminals-attacked-target-analysis
https://www.enigmasoftware.com/new-hampshire-colorado-virginia-top-list-states-highest-malware-rates-2017
https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html/email/
https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html/print/
https://twitter.com/share?text=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals+by+%40BrianHughes116+via+%40smallbiztrends&url=https%3A%2F%2Fsmallbiztrends.com%2F2017%2F12%2Fprotect-your-small-business-against-cyber-criminals.html
http://www.facebook.com/sharer/sharer.php?s=100&p[url]=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html&p[images][0]=&p[title]=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals&p[summary]=%0D%0A%0D%0AThink+the+biggest+threat+to+your+small+business+is+a+competitor+offering+lower+prices+or+newer+products%3F+Think+again.+%26hellip%3B
https://plus.google.com/share?url=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html
http://www.linkedin.com/shareArticle?mini=true&url=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html&title=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals&summary=%0D%0A%0D%0AThink+the+biggest+threat+to+your+small+business+is+a+competitor+offering+lower+prices+or+newer+products%3F+Think+again.+%26hellip%3B&source=
https://www.pinterest.com/pin/create/button/?url=https%3A%2F%2Fsmallbiztrends.com%2F2017%2F12%2Fprotect-your-small-business-against-cyber-criminals.html&media=&description=Don%E2%80%99t+Wait%21+Apply+These+3+Steps+to+Protect+Your+Small+Business+Against+Cyber+Criminals
http://bizsugar.com/bizsugarthis.php?url=https://smallbiztrends.com/2017/12/protect-your-small-business-against-cyber-criminals.html
http://www.pinterest.com/smallbiztrends/
https://www.linkedin.com/company/small-business-trends
https://plus.google.com/111426777012568895321/
http://twitter.com/smallbiztrends
http://facebook.com/smallbusinesstrends
https://smallbiztrends.com/events
https://smallbiztrends.com/small-business-resource-center
https://smallbiztrends.com/small-business-magazine
http://market.smallbiztrends.com/
https://smallbiztrends.com/contact
https://smallbiztrends.com/tag/women-entrepreneurs
https://smallbiztrends.com/tag/small-business-travel
https://smallbiztrends.com/tag/facebook
https://smallbiztrends.com/tag/what-is
https://smallbiztrends.com/about
https://smallbiztrends.com/advertise
https://smallbiztrends.com/
http://smallbiztrends.com/
http://smallbiztrends.com/small-business-resource-center


Are Samsung S9 and
S9+ Priced for Your
Small Business
Budget?

Dropbox Now
Integrated with
Google Cloud

1 in 5 Businesses Will
Abandon Their Mobile
App by 2019

EDITOR'S PICKS

Marketplace

Research Your Business

ADVERTISEMENT

3 Ways to Protect Your Small Business Against
Cyber Criminals

Could your business recover from a ransomware attack? On average, small

companies lose over $100,000 per ransomware incident due to downtime. That’s

not even taking into account the potentially catastrophic loss of client trust in your

company. While larger corporations have the financial and legal resourcesresources to

bounce back from an attack, most small businesses don’t.

“Trust is the foundation for our business,” says Brandon LewisBrandon Lewis, the President of Win

More Patients. “Any attack could compromise our integrity with clients. When it

comes to protecting our business, we leave nothing to chance.”

You shouldn’t, either. Here’s the good news: you don’t have to spend a small

fortune on cyber security to protect against common threats, like ransomware.

Most ransomware gets on a computer when the user clicks on a bad link in an

email or downloads something with a malicious code. Proper threat education

coupled with up-to-date security programs can help reduce the risk of an attack.

Here’s how to get started:

Assess Your Threat Risk

Bring Your Own Device (BYOD) culture is great for productivity, but not great for

hacking risks. If you have not done so already, establish a company-wide policy that

regulates which data employees can access and what happens if an employee’s

device is lost, stolen or compromised. Finally, consider how sensitive data is stored

and accessed. Take additional steps to secure data stored in the cloud.

Protect Your Network

Hackers use tools to search for unprotected networks and computers. Once a

computer is identified, the hacker takes over the computer and uses it to launch a

full-scale attack. Assess your existing network protections. Do you have a software

firewall as well as anti-virus and anti-spyware programs in place? If you aren’t sure

about the best ways to protect your network, consider hiring a specialized

contractor on a project basis to harden network security protocols.

Educate Your Team

Human error is a major contributing factor to ransomware attacks. Do your

employees know how to identify a threat, such as a suspicious email? Do they know

what to do if they click on a bad link? With the threat landscape changing rapidly,

your company’s security policies must keep pace. Put all security policies in writing,

including detailed steps employees should take in the event of a potential breach.

Require employee signatures to confirm understanding and enforce compliance.

Bottom Line

Ransomware attacks are costing small businesses big money. Don’t wait until your

company is a victim and it’s too late to take action. Take steps now to shore up your

business’s cyber security and protect your most valuable asset: client trust.
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BRIAN HUGHES

Brian is a seasoned digital marketing expert who loves to write about subjects that
help small businesses grow their brands and increase their rankings online. He
accomplishes this through his agency Integrity Marketing & Consulting, which he
founded in 2011.

One Reaction

Small businesses should be more active in their cyber security. They have to understand that it

is not optional and protection is necessary to operate a business.
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About Small Business Trends

Founded in 2003, Small Business Trends is an award-
winning online publication for small business owners,
entrepreneurs and the people who interact with them. It is
one of the most popular independent small business
publications on the web.

Together with hundreds of expert contributors, Small
Business Trends brings you the news, advice and resources
you need. "Small business success... delivered daily."
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